‘swifzernela

Switzernet ¢ PSE-A e 1015-Lausanne

Hotline: Fax: 044-355-3061

0900 000 085

(5 min. gratuites, puis 1,20 Frs/min)

http://switzernet.com

Journée des métiers de Eva Gabrielyan chez Switzernet Sarl.

Résultats

Avec Sujatha (administration),

info@switzernet.com

2012-11-08

Tache

Points (/10)

Remarques

Le traitement des lettres entrantes

10

Traitées les lettres recues par la
poste, et scannés.

Traitement les factures entrantes 9 Scannés et saisie les factures dans
I’Excel.
Préparation de répertoire pour les paiements sortants. | 10 Chercher les factures et mettre dans

un répertoire pour payer.

Avec David (),

Tache

Points (/10)

Remarques

Configurer un appareil Gigaset AS10IP

10

Configuration de un nouvel appareil
pour un client, envoyer ’appareil et
notifier au client

Trouver un client dans la base de donnes 10 Comprendre qu'une base de données
est et faire une requéte pour trouver
une personne

Créer une image et le télécharger sur le site Internet 9 Créer une image avec MS Word et

télécharger sur le site internet

Avec Nicolas,

Tache Points (/10) Remarques

Comprehension of the network architecture 8 Understanding of the network
architecture and how calls come and
go out.

Se connecter en SSH a un serveur 10 Connexion avec un utilisateur
‘switz’ & un serveur, puis en root.

Ngrep des échanges SIP (sur le port 5060) pour un | 10 Capture d’un appel passé depuis un

appel entrant. mobile vers un téléphone Switzernet.

Ngrep des échanges SIP (sur le port 5060) pour un | 10 Capture d’un appel passé depuis un

appel sortant. téléphone Switzernet vers un mobile.

Ngrep des échanges Radius (sur les ports 1812 et | 10 Capture des échanges radius AAA

1813) pour un appel entrant. pour un appel entrant.

Ngrep des échanges Radius (sur les ports 1812 et | 10 Capture des échanges radius AAA

1813) pour un appel entrant. pour un appel sortant.
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Avec Emin,

Tache

Points (/10)

Remarques

Payement d’une facture de la poste par interface e
banking.

7

"Je suis allée dans l'interface UBS,
j'ai payé les factures de BERNARD
DE CHEDID, LA POSTE et de
VERIZON."

Analyse et paiement de la facture du trafic | 7 "Je suis allée dans l'interface UBS,

téléphonique d'un fournisseur de la société. j'ai payé les factures de BERNARD
DE CHEDID, LA POSTE et de
VERIZON."

Payment simple. 10 "Le payement simple était pour pour

BERNARD DE CHEDID. Le
montant était de 2000 fr."
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Photos

Eva - Sujatha
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Eva - Nicolas
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Eva - David
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Eva — David - Sujatha — Nicolas
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Annexes
Tests de Eva avec Nicolas (catpures d’échanges sur le réseau)

Appel entrant (SIP)

astrad3:~# echo "Appel depuis mon numero \"0788478608\" vers le numero \"0215500336\"
Appel depuis mon numero "0788478608" vers le numero "0215500336" :
astrad3:~#
astrad3:~#
astrad3:~# date
Thu Nov 8 16:55:23 CET 2012
astrad3:~# ngrep -pgl -W byline "41215500336" port 5060
interface: eth0 (91.121.117.0/255.255.255.0)
filter: (ip or 1p6) and ( port 5060 )
: 41215500336

U 91.121.151.75:5060 -> 91.121.1 76:5060
INVITE sip:41215500336@91.121.117 :5060 SIP/2.0.
Via: SIP/2.0/UDP 91.121.151.75:5060; branch=z9hG4bK14df3236;rport.

Max-Forwards 0.
"41788478608" <sip:nodes@91.121.151.75>;tag=as02de9494.
: <s1p:41215500336@91.121.117.76:5060>.
Contact: <sip:nodes@91.121.151. 5060>.
Call-ID: 4c5ffc6f25a3772a5dd09495707cc532@91.121.151.75:5060.
CSeq: 102 INVITE.
User-Agent: Astrad014.
Date: Thu, 08 Nov 2012 15:56:10 GMT.
Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY, INFO, PUBLISH.
Supported: replaces, timer.
h323-conf-1d: 1895604728-549981480-317143704-969632856.
Remote-Party-ID: "41788478608" <sip:41788478608@91.121.151.75>; party=calling;privacy=off;screen=no.
Content-Type: application/sdp.
Content-Length: 522.
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Appel Sortant (SIP)

astrad3:~# echo "Journee des metiers de Eva"

Journee des metiers de Eva

astrad3:~# date
M Thu Nov 8 16:51:38 CET 2012

astrad3:~# ngrep -pql -W byline "41215500336" port 5060
interface: eth0 (91.121.117.0/255.255.255.0)

filter: (ip or 1ip6) and ( port 5060 )

match: 41215500336

U 188.60.18.49:1030 -> 91.121.11 6:5060
789306915@astrad3. switzernet.com SIP/2.0.
.0/UDP 192.168.1.56:5060; branch= 29hG4bK-b920746F.
41215500336 <sip: 1215500336@a<trad3 switzernet. com>; tag=29ccf95a46695637
: "0789306915" <sip:0789306915@astrad3.switzernet. com>.

Call-ID: 94045656-d1233d6b@192.168.1.56.
CSeq: 101 INVITE.
Max-Forwards: 70.
Contact: "41215500336" <sip:41215500336@192.168.1.56:5060>.
Expires: 240.
User-Agent: Linksys/SPA921-5.1.8.
Content-Length: 399.
Allow: ACK, BYE, CANCEL, INFO, INVITE, NOTIFY, OPTIONS, REFER.
Supported: replaces.
Content-Type: application/sdp.

-18963786 18963786 IN IP4 192.168.1.56.

N IP4 192.168.1.56.
)

udio 16436 RTP/AVP 0 2 4 8 18 96 97 98 101.
:0 PCMU/8000.
:2 G726-32/8000.
:4 G723/8000.
a=rtpmap:8 PCMA/8000.
a=rtpmap:

, 6-24/8000.
a=rtpmap: 726-16/8000.
a=rtpmap:101 telephone-event/8000.
a=fmtp:101 0-15.
a=ptime:30.
a=sendrecv.

U 91.121.117.76:5060 -> 188.60.18.49:1030

SIP/2.0 401 Unauthorized.

Via: SIP/2.0/UDP 192.168.1.56:5060; branch=z9hG4bK-b920746f; received=188.60.18.49; rport=1030.
From: 1215500336" 1p:41215500336@astrad3. switzernet. com>; tag=29ccf95a4669563700.
To: 9306915" 1p:0789306915@astrad3. switzernet. com>; tag=as3a77e57a.

Call-I 94045656~ d1233d6b@l92 168.1.56.

CSeq: 101 INVITE.

Server: Astrad014.

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY, INFO, PUBLISH.
Supported: replaces, timer.

Www-Authenticate: Digest algorithm=MD5, realm="switzernet”, nonce="66e38d23".
Content-Length: 0.
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Appel Entrant (Radius)

:~# echo "Echange Radius sur les ports 1813 et 1812 - Appel depuis mon numero \"07884786 vers le numero
Radius sur les ports 1813 et 1812 - Appel depuis mon numero "07 vers le numero 215500336
:~# date
8 17:01:22 CET 2012
# ngrep -pql -W byline "41215500336" port 1812 or 1813
1nter'race eth0 (91.121.117.0/255.255.255.0)
(ip or ip6) and ( port 1812 or 1813 )
: 41215500336

)caﬂ 1d=91.121.117.76-1352390524. 221
....h323- <e<<1on—protoco'l ipv2

6:49453
ortaBilling_| Routmg .3 th“ -ivr
vr-in=PortaBilling_{ .&h32
h;z_. return-code=0

98.149.159:1813
h323-call-origin=originate .h323-call-type=VoIP.%... h323-session- pr‘otnco'[ <1pv7
ession-Id=91.121.117.76-1352390524.221477. . .. -Acct- e]ay T1me—0 4. 2
.0h323-connect-time=16:02:04 GMT Thu Nov .h323-remote-addr

> 66.234.138.71:1813
h323-call-origin=originate. .h323-call-type=VoIP.#
76-1352390524.221477. ct De'lay~T1m 4. h32>~<etup time=16:0.

e
.0h323-connect-time=16:02:04 GMT Thu Nov .h323-remote-addres sip-ua

87.98.149.159:1813
.h323-call-origin=answer. . 3- -ty J . «...h323-se on-protocol
i h323-setup-time=16 04 GMT Thu Nov

GMT Thu Nov 8 2012.4 alert- t1mepo1n 6 02 4 GMT Thu Nov : emote-addr 91.121.151

3-call-origin=answer . J I on-protoco 2 :
1352390524.22147 i I S h)Zr etup-time=16:02:04 GHT Thu Nov

8 2012.4. .alert- t1mepo nt= 6 2: M Nov 8 2012.).. 2 emote-address=91.121.151.7

8.149.159:1813
.h323-call-orig rig ..h3 #......h32 ession-protoco pv2.. [yul .2
_10n Id 91.121.11 (3 . i 3 :02:04 QMT Thu Nov
Nov 8 2012 .6.... 3 aE'l]]'lng_Auth_CLD.41‘14500336.

h323-call-type=VoIP.#......h323-session-protocol=sipv. [y

7 —1;523905“4 22147 . 23-setup-time=16:02:04 GMT Thu Nov
H G‘VT Thu Nov 8 2012. h)Z_.-d1<connect cause=10.6. ... Oh323-ivr-out= PortaBi1ling_Auth_CLD:41215500336.
.h323-remote-addres ip- ua

Page 9 sur 18

2h323-conf-

-h323-ivr-out=

91.121.151.

8 2012

8

nect- t1me 16:02:04 G(T Thu Nov 8 201 i . 3 0.0.... *h323- 1vv"70u ortaBilling ssion:unlock.6.... 0h32371vr70u'

91.121.151.75..

8 2012. .
6:02:04 GMT Thu Nov we w2e...h3 connect caus .0.... *h323-ivr-ou ortaBilling 6.... Oh323-ivr-ou
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Appel Sortant (Radius)

astrad3:~# ngrep -pql -W byline "41215500336" port 1812 or 1813
interface: eth0 (91.121.117.0/255.255.255.0)

filter: (ip or 1ip6) and ( port 1812 or 1813 )

match: 41215500336

-> 66.234.138.71:1812
[yuL. ....5IP/41215500336-00036119..41215500336..0788478608. / Jcall-id=91.121.117.
swi tzer‘net .

"h323-remote-address=188.60.18.49.-.... "h323-ivr-out

.5. -in=PortaBi11ing_Routing:@;g-hunt=seq.a [h323-1vr-in=PortaBilling_Rout1

168 45 4; c11—0041215500336 rtpp=1.U h ortaBilling_Routi +41788478608@212.

215500336.D.. h323-ivr- PortaBilling_ Routing: 41788478608@91.121.75. m. h323—b111ing—mode1=0.9...

h323-ivr-in=MOH:1. ...5h323-ivr-in=PortaBi11ing_CompleteNumber : 8478608.5. 23-ivr-in=PortaBil
1n=DURATION:4177 g.l1323 return-code=0 n. h323-currency=CHF f.h323-cr ed"lt i <

U B B > .98.149.159:1813
k h323-call-origin=originate 323- - = . h323-session- -]
1on Id=91.121.11 -1352390398.221465... Acct-Delay-Time=0.4.
0h323 connect-time=15:59:58 GMT Thu Nov ) "h323-remote-address=217.168.45.

6:48980 -> 66.234.138.71:1813 o o
I " h323-call-origin=originate h323-call-type=VoIP.# h323-session-pr

-1352390398.221465... .Acct- De1ay Time=0.4. .h323-setup-timg
ress=217.168.45.

6:44952 -> 87.98.149.159:1813
h323-call-origin=answer h323-call-type=VoIP.# h323-session-protd
__1on Id 91.121.117.76- 1352_}90398 221465. .. ... ./ Acct- De1ay—T1me 0.4. h323-setup-time=15
t- t'(me 15 59:58 GMT Thu Nov -disconnect-cause=10.0.... *h323- 1vr -out=PortaBilling_Seq
Thu Nov 8 2012.4 alert-timepoint=15:59:58 GMT Thu Nov 8 2012.( "h323—r‘em0te—addr‘ess=188.60.18.49

54808 -> 66.234.138.71:1813
( h323-call-origin=answer h323-session-protd
lAcct Session-Id=91.121.117.76-1352390398.221465......../ A cct De1ay .. h323-setup-time=15
t-time=15:59:58 GMT Thu Nov 8 2012. h323-disconnect-cause=10. . *h323-ivr-out= ortaBil1ling_Seg
Thu Nov 8 2012.4 alert- t1mepo1nt 15 59:58 GMT Thu Nov 8 2012.(.... 323-remote-address=188.60.18.49

7.98.149.159:1813
( h323-call-origin=originate h323-call-type=VoIP.# h323-session-pr
lAcct Session-Id=91.121.11 352390398.221465....... ./ Acct- De1ay Time=0.4. .h323-setup-timg
5:59:58 GMT Thu Nov 8 2012 h323-disconnect-cause=10.6.... 0h323-ivr- out PortaBi11ind
"h323-remote-address=217.168. 45 4

- 66 234 138.71:1813
(. ....h323-call-origin=originate h323-call-type=VoIP.# h323-session-pr
1A ct be<<10n Id 91 121.11 -1352390398.221465. .Acct- De1ay Time=0.4. .h323-setup-timg
15:59:58 GMT Thu Nov 8 2012.. . h323- d1<connect cause=10.6.... 0h323-ivr-out=PortaBillind
"h323-remote-address=217.168.
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Tests de Eva avec Emin

Journée des métiers d’Eva Gabrielyan chez Switzernet Sarl le 2012-11-08

Les taches effectuent avec Emin Gabrielyan

1. Payement de la facture de poste par l'interface d’e-banking d’UBS.com

’o - A A} o
Four TJoo verhi o dole du dgbob O eervice,la fin b Cm'<€,c\«¥e 3
?Q&UN) r\om\or\e de \ebbre N Wj?f’&/ ﬂom)oY\e de le Fhpee Wgu@/
d +
r\ v\ '\ S 1 i \ \ ’f\ /
\1'0\(\\\\(\% &E Qo] L 4 N U m éno Ae/ vepé(\?i’\(e
-]’ 2. Analyse et payement de la facture du trafic téléphonique d’un de fournisseur de la société
0 L . ‘ > o o St {
v | J sois dlée dsne Vinlerface URS Y@ pagé s fackines |},

RERNARD DE CHEDID, LADOSTE @8, of 4o \ERT oy

/0594—/0 3. Un payement simple
le Syment  SImple ot poor RERNARD D o HE DID
Monloant €halt A 2ooo fr
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ing-Hatline +41-(0)848 848 064

3¢ UBS

Lw, bmin_
VAIERY S sop ¥

Pending orders: Orange payment slip

Beneficiary
Account: 3 Referenc '
-000145- { (22 87750 00010 14657 14005 62129 7
Payment to: In favor of:
UBS AG VERIZON SWITZERLAND AG,
8098 ZUERICH FOERRLIBUCKSTRASSE 150, CH-8005
ZUERICH
Currency Amount: L“
CHF 5'495.60
Payment
Account holder: Notification:
SWITZERNET Sarl Single booking without advice
Debit account: Salary order:
CH90 0024 3243 2624 9801 D
Account designation: Booking text:
Compte courant UBS 120901+29,vZ4657
Execution date:
09.11.2012
Order information
Order number: Status:
9943313T13081596 Fully approved
Source:
Pending orders
CGVAC002 Displayed in UBS e-banking on 08.11.2012, 18:44:33 CET Page 1/1
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120901+29+8"' ,+sw,5495.6,,verizonbusiness.com,traffic.(9).jpg.txt
Here on behalf of (A): +s$:::::>
New charge (B): 5495.6

overdue balance or reminder (C):
Party (D): verizonbusiness.com
Subject (E): traffic

VAT percent (F): 0.08

VAT number (G): 391749

Billing start (H): 2012-09-01
Reference or stop (I): 2012-09-30
Document date (J): 2012-10-08

Pay or close date (K):

Due date (L): 2012-11-07
Received/Transmitted (M): 2012-10-18

Seize date (N): 2012-10-18
Payment S1lip Account Number (P): m
] 87750 00010 14657 14005 6212)

Check Date (0):
orange Payment Slip Reference (Q):

IBAN account number (R): ch74 0023 0230 2174 0T y
Seized bg (S): Sujatha Nampally
checked by (T):

Number of pieces (V): 9

File Extension (W): jpg

web site (X): http://www.verizonbusiness.com

web site (Y): verizon..ess.com

Errors (AK):

validate (AN):

Filename of 1st piece (AS):

120901+29+8"' ,+sw, 5495.6, ,verizonbusiness.com,traffic.1(9).jpg

verizon Switzerland AG, Forrlibuckstrasse 150, CH-8005 zirich

Page 1
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UBS e-banking Hotline +41-(0)848 848 064

Pending orders: Orange payfnent slip

Beneficiary

Account: Reference no.:

01-021024-2 é\ 0 00002 14017 82762 10212 9218| Z
Payment to:

LA POSTE CENTRE SERV.
FINANCES OUEST,NEUCHATEL

Currency Amount: 6
CHF 970.05

Payment

Account holder: Notification:

SWITZERNET Sarl Single booking without advice
Debit account: Salary order:

CH90 0024 3243 2624 9801 D

Account designation: Booking text:

Compte courant UBS 121001+30,POST

Execution date:
09.11.2012

Order information

Order number: Status:
9943313T13081096 Fully approved
Source:

Pending orders

oneC SU\)‘G\}’}'\O\) Nous QWONg
= \ S :

?Y\VOJQ o \tm»h)cwec TWin

Wk, 0N 4 conolats

es

Seart s, CQC.LUVQS qu"ong a
NoUsS avens yEn;t;e o\uQ bout Ehait
Yo Q’i}u‘ﬁ sk p\j\S

/
S S oy @
FQcN e Nous avons p y

CGVAC002 Displayed in UBS e-banking on 08.11.2012, 18:43:23 CET Page 1/1
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é
121001+30+5',+sw,@2§:§§,,poste.ch,ma1 1157 -in 13 ship 40.(5).jpg.txt
Here on behalf of (A): Fsw
New charge (B): 970.05
overdue balance or reminder (C):
pParty (D): poste.ch
Subject (E): mail 1157 in 13 ship 40
VAT percent (F): 0.0
VAT number (G):

Billing start (H): 2012-10-01

Reference or stop (I): 2012-10-31

Document date (3): 2012-11-05

Pay or close date (K):

Due date (L): 2012-11-15

Received/Transmitted (M): 2012-11-08

Seize date (N): 2012-11-08
Check Date (0):

Payment S1lip Account Number (P):
orange Payment Slip Reference (Q):

IBAN account number (R): ch29 0900 0000 2000 1352 7
Seized bg (S): sujatha Nampally

Checked by (T):

Number of pieces (V): 5

File Extension (W): jpg

web site (X): http://www.poste.ch

web site (Y): poste.ch

Errors (AK):

validate (AN):

Filename of 1st piece (AS): 121001+30+5',+sw,970.05,,poste.ch,mail 1157 in 13
ship 40.1(5).]jpg

Page 1
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3 UBS

UBS e-banking Hotline +41-(0)848 848 064

Pending orders: Payment within Switzerland

Beneficiary

IBAN (Account no.):
CHO3 0483 5019 6077 8000 O

Beneficiary:
BERNARD DE CHEDID
PLACE ST-FRANCOIS 5
1002 LAUSANNE

Currency Amount: ;
CHF 2'000.00

1

Beneficiary's bank

Clearing-no:
4835

Beneficiary's bank:
CREDIT SUISSE AG
POSTFACH 100
8070 ZUERICH

Reason for payment:
GABRIELYAN / SWITZERNET

Payment

Account holder:
SWITZERNET Sarl

Debit account:
CH90 0024 3243 2624 9801 D

Account designation:

Notification:
Single booking without advice

Salary order:
No

Booking text:

Compte courant UBS 121108,AVOCADI
Execution date:

09.11.2012

Order information

Order number: Status:

9943313TI3081901

Source:
Pending orders

Fully approved

CGVAC004

Displayed in UBS e-banking on 08.11.2012, 18:42:22 CET
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October 2012 poste
September 2012 verizon
November 2012 avocat DE Chedid
November 2012 Sujatha switzernet
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