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[bookmark: _Toc66470295]Prerequisits
1. VPS server Centos 7
2. To know how to point subdomain to an IP
Video instructions used: https://www.youtube.com/watch?v=fFIuCyEMEq4
[bookmark: _Toc66470296]Procedure
1. Order /reinstall a VPS with Centos 7 operation system.
[image: ] 
2. Enter via SSH to the server
ssh centos@51.79.54.205
3. Change to root user
sudo su
4. enter to the root directory
cd
5. type “ls”. This is what you must see:
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6. Check your OS version
cat /etc/redhat-release
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7. Run following command:
sudo yum install epel-release
8. Confirm by “y”
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9. Install wget. (Confirm with “y”)
yum install wget
10. Run the following:
wget https://raw.githubusercontent.com/iNextrix/ASTPP/v4.0.1/install.sh -O install.sh
[image: ]
11. Check it is downloaded
ls
[image: ]
12. Give permission to the file:
chmod +x install.sh
13. Proceed with installation
./install.sh
14. Process seems freezed at this point:
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Just wait, it will continue in a while. Do not type anything
15. You need to agree with the license. Hit Enter until you reach 100%
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16. Type “YES” and Enter
17. Enter domain
[image: ]
18. Enter email address. I took contact@4z.com
19. It will take a while and will install different packages: Mysql, then FreeSwitch and other packages and dependencies as well
20. You will be asked to enter some information like Country, email, etc… See the screenshot and do the same
[image: ]
21. You will be asked: Do you want to install and configure Fail2ban ? (y/n) => Hit “y”
22. Fill fail2ban@4z.com for both client’s and sender email addresses:
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23. You will see the following:
[image: ]
24. Reboot your server:
systemctl reboot
25. Now we need to generate SSL certificate. For that install certbot:
sudo yum install certbot-nginx
26. Generate the certificate for your domain
sudo certbot --nginx -d astpp.4z.com
27. It will request you for the email address. Use contact@4z.com
28. It will ask you the following;
[image: ]
29. Type “Y”
30. Type “N” for the next question:
[image: ]
31. You will see “Congratulations!” if it is successful.
[image: ]
32. You are done with installation!
33. Now go to web interface https://astpp.4z.com and change admin’s password
[bookmark: _Toc66470297]End of document
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[root@vps-a5e794ba ~]# wget https://raw.githubusercontent.com/iNextrix/ASTPP/v4.0.1/install.s
h -0 install.sh

--2021-03-10 21:50:22-- https://raw.githubusercontent.com/iNextrix/ASTPP/v4.0.1/install.sh
Resolving raw.githubusercontent.com (raw.githubusercontent.com). 185.199.109.133, 185.199.1
10.133, 185.199.111.133,

[Connecting to raw.githubusercontent.com (raw.githubusercontent.com)|185.199.109.133|:443... c
onnected.
HTTP request sent, awaiting response... 200 OK

Length: 32052 (31K) [text/plain]
Saving to: ‘install.sh’

100%[: >] 32,052 --.-K/s in 0s

2021-03-10 21:50:22 (66.9 MB/s) - ‘install.sh’ saved [32052/32052]

[root@vps-a5e794ba ~]#
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[root@ups-a5e7 94ba
anaconda-ks.cfg |install.sh | original-ks.cfg
[root@vps-a5e7 94
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A secondary benefit of defending all users' freedom is that
improvements made in alternate versions of the program, if they
receive widespread use, become available for other developers to
[incorporate. Many developers of free software are heartened and
encouraged by the resulting cooperation. However, in the case of
software used on network servers, this result may fail to come about.
The GNU General Public License permits making a modified version and
letting the public access it on a server without ever releasing its
source code to the public.

The GNU Affero General Public License is designed specifically to
ensure that, in such cases, the modified source code becgmes available
to the community. It requires the operator of a net server to
provide the source code of the modified version rug#ing there to the
users of that server. Therefore, public use oggmodified version, on
a publicly accessible server, gives the publ@®access to the source
code of the modified version.

An older Ticense, called the AL General Public License and
published by Affero, was desi % accomplish similar goals. This is
a different license, not a Gn of the Affero GPL, but Affero has

released a new ver: ‘Affero GPL which permits relicensing under
this license.

The precise
modi fication

conditions for copying, distribution and
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16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE
USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES .

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided
above cannot be given Tocal legal effect according to their terms,
reviewing courts shall apply Tocal law that most closely approximates
an absolute waiver of all civil liability in connection with the
Program, unless a warranty or assumption of liability accompanies a
copy of the Program in return for a fee.

END OF TERMS AND CONDITIONS
-

**% T agree to be bound by the terms of the license - [YES/NO]
-

I agree to be bound by the terms of the license - [YES/NO]
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I agree to be bound by the terms of the license - [YES/NO]
3

Mey!!! Licence accepted!

ICloning into 'ASTPP'...

Enumerating objects: 47, done

Counting objects: 100% (47/47), done

Compressing objects: 100% (42/42), done

Total 16414 (delta 2), reused 28 (delta 0), pack-reused 16367
Receiving objects: 100% (16414/16414), 89.91 MiB | 24.85 MiB/s, done
Resolving deltas: 100% (7500/7500), done

Enter FQDN example (i.e host.domain.t1d): astpp.4z.com
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writing new private key to '/etc/nginx/ss1/nginx.key’

You are about to be asked to enter information that will be incorporated
into your certificate request.

what you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

1f you enter '.', the field will be Teft blank.

Country Name (2 letter code) [XX
State or Province Name (full name) []:

Locality Name (eg, city) [Default City]:.

Organization Name (eg, company) [Default Company Ltd]:4z.com
Organizational Unit Name (eg, section) [
Common Name (eg, your name or your server's hostname) []:.
Email Address []:.
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Complete!
Enter Client's Notification email address: fail2ban@4z.com

Enter sender email address: fail2ban@4z.com
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Browse URL: https://astpp.4z.com

Username: admin

Password: admin

MySQL root user password:

7G63*UZE NG

MySQL astppuser password:
ccvQrLd

IMPORTANT NOTE: Please reboot your server once. Raiiaiiiitd
R
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lease read the Terms of Service at
ttps://letsencrypt.org/documents/LE-SA-v1.2-November-15-2017.
df. You must

gree 1in order to register with the ACME server. Do you agree?
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nould you be willing, once your first certificate is successf
11y issued, to

share your email address with the Electronic Frontier Foundat
on, a founding

partner of the Let's Encrypt project and the non-profit organ
zation that

develops Certbot? we'd Tike to send you email about our work

ncrypting the web,

EFF news, campaigns, and ways to support digital freedom.

(Y)es/(N)o: N|





image16.png
IMPORTANT NOTES:
- Congratulations! Your certificate and chain have been saved
EY
/etc/Tetsencrypt/live/astpp2.4z.com/fullchain.pem

Your key file has been saved at:

/etc/Tetsencrypt/live/astpp2.4z.com/privkey.pem

Your certificate will expire on 2021-06-09. To obtain a new
or

tweaked version of this certificate in the future, simply r
un

certbot again with the "certonly" option. To non-interactiv
ely

renew *all* of your certificates, run "certbot renew"
- If you Tike Certbot, please consider supporting our work by

Donating to ISRG / Let's Encrypt: https://letsencrypt.org
/donate

Donating to EFF: https://eff.org/donate-
le
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Reinstall my VPS

Select your operating system:
Centos 7

SSH key(s) to pre-install: (D
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$ ssh centos@51.79.54.205

The authenticity of host '51.79.54.205 (51.79.54.205)' can't be established.
ECDSA key fingerprint is SHA256:/aM4hNdgVvbAa66UtDgcItNgF90QIZ58rkenDF6BOWC .
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
warning: Permanently added '51.79.54.205"' (ECDSA) to the Tist of known hosts.
centos@51.79.54.205"'s password:

[centos@vps-a5e794ba ~]$

[centos@vps-a5e794ba ~]$

[centos@vps-a5e794ba ~]$

[centos@vps-a5e794ba ~]$

[centos@vps-a5e794ba ~]$ sudo su

[root@vps-a5e794ba centos]# cd

[root@vps-a5e794ba ~]# AC

[root@vps-a5e794ba ~]#

[root@vps-a5e794ba ~]1#

[root@vps-a5e794ba ~1# 1s

anaconda-ks.cfg original-ks.cfg

[root@vps-a5e794ba ~]#
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Complete!
[root@vps-a5e794ba ~]#
[root@vps-a5e794ba ~]#
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Total download size: 15 k
Installed size: 24 k

Is this ok [y/d/Nl: y
Downloading packages:
epel-release-7-11.noarch. rpm
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction

Installing : epel-release-7-11.noarch
Verifying : epel-release-7-11.noarch
Installed:

epel-release.noarch 0:7-11

Complete!
[root@vps-a5e794ba ~]#

15 kB 00:

1/1
1/1




