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Abstract

Peer-to-peersystemsarepositionedto takeadvantageof
gainsin networkbandwidth,storage capacity, andcom-
putational resourcesto provide long-termdurable stor-
ageinfrastructures.In thispaper, wequantitativelycom-
pare building a distributedstorage infrastructure that is
self-repairingandresilientto faultsusingeithera repli-
catedsystemor an erasure-resilient system. We show
that systemsemployingerasure codeshavemeantime
to failuresmanyorders of magnitudehigher than repli-
cated systemswith similar storage and bandwidthre-
quirements.More importantly, erasure-resilientsystems
useanorderof magnitudelessbandwidthandstorageto
providesimilar systemdurability asreplicatedsystems.

1 Intr oduction

Today’s exponential growth in network band-
width, storage capacity, and computational re-
sourceshas inspired a whole new class of dis-
tributed, peer-to-peerstorageinfrastructures.Sys-
tems such as Farsite [2], Freenet[4], Intermem-
ory [3], OceanStore[8], CFS[5], andPAST[7] seek
to capitalizeontherapidgrowth of resourcesto pro-
vide inexpensive, highly-available storagewithout
centralizedservers. Thedesignersof thesesystems
proposeto achieve high availability and long-term
durability, in thefaceof individual componentfail-
ures,throughreplicationandcodingtechniques.

Althoughwide-scalereplicationhasthepotential
to increaseavailability anddurability, it introduces
two importantchallengesto systemarchitects.First,
systemarchitectsmustincreasethenumberof repli-
cas to achieve high durability for large systems.

Second,the increasein the numberof replicasin-
creasesthe bandwidthandstoragerequirementsof
thesystem.

This paper makes the following contributions:
First,we briefly quantifytheavailability gainedus-
ing erasurecodes. Second,we show that erasure-
resilientcodesuseanorderof magnitudelessband-
width andstoragethanreplicationfor systemswith
similar mean time to failure (MTTF). Third, we
show that employing erasure-resilient codes in-
creasethe MTTF of the systemby many ordersof
magnitudeover simple replication with the same
storageoverheadand repair1 times. The contribu-
tions of this work over [3, 12] are the additionof
bandwidthasacomparison.

2 Background

Two commonmethodsusedto achieve high dura-
bility of data are completereplication [2, 7] and
parity schemessuchasRAID [9]. The former im-
posesextremelyhigh bandwidthandstorageover-
head,while the latter doesnot provide the robust-
nessnecessaryto survive the high rate of failures
expectedin thewidearea.

An erasurecodeprovidesredundancy withoutthe
overheadof strict replication.Erasurecodesdivide
anobjectinto � fragmentsandrecodetheminto �
fragments, where ����� . We call �	��
 ��
�� the
rateof encoding.A rate � codeincreasesthestor-
agecostby a factorof �� . Thekey propertyof era-
surecodesis that the original objectcanbe recon-
structedfrom any � fragments.For example,using

1Datais periodicallyrepairedto replacelost redundancy in
bothreplicatedanderasureencodedsystems.
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an ������ encodingonablockdividestheblock into������� fragmentsandencodestheoriginal � frag-
mentsinto ������� fragments;increasingthestorage
costby a factorof four.

Erasurecodesare a supersetof replicatedand
RAID systems.For example,a systemthat creates
four replicasfor eachblock canbedescribedby an
( ����� , ����� ) erasurecode.RAID level 1, 4, and
5 canbedescribedby an( � �!� , �"��# ), ( ����� ,�$��% ), and( �&��� , �$��% ) erasurecode,respect-
fully.

Data Integrity: Erasurecodingin amaliciousenvi-
ronmentrequiresthepreciseidentificationof failed
or corruptedfragments.Without theability to iden-
tify corruptedfragments,thereis potentiallya fac-
torial combinationof fragmentsto try to reconstruct
theblock; thatis, ' �
 ( combinations.As aresult,the
systemneedsto detectwhen a fragmenthasbeen
corruptedanddiscardit. A secureverificationhash-
ing schemecanserve thedual purposeof identify-
ing and verifying eachfragment. It is necessarily
thecasethatany � correctlyverifiedfragmentscan
beusedto reconstructtheblock. Sucha schemeis
likely to increasethebandwidthandstoragerequire-
ments,but canbeshown to still bemany timesless
thanreplication.

3 Assumptions

Weassumethatreplicatedanderasureencodedsys-
temsconsistof a collectionof independently, iden-
tically distributed failing disks– sameassumption
madeby both A Casefor RAID[9] anddisk man-
ufacturers– and that failed disks are immediately
replacedby new, blank ones2. During dissemina-
tion, eachreplica(or fragment) for a givenblock is
placedonaunique,randomlyselecteddisk. Finally,
we postulatea globalsweepandrepairprocessthat
scansthesystem,attemptingto restoreredundancy
by reconstructingeachblock andredistributing lost
replicas(or fragments)over a new set of disks –
Repair in RAID[9] is triggered when a disk fails,
whichis fundamentallydifferentthansweepandre-
pair. Sometype of repair is required; otherwise,

2We are ignoring other typesof failuressuchassoftware
errors,operationalerrors,configurationproblems,etc.,for this
simpleanalysis.

datawould be lost in a coupleyearsregardlessof
theredundancy. Wedenotethetimeperiodbetween
sweepsof thesameblock anepoch.

4 Availability

Availability gained using erasure codes is a
result of exploiting the statistical stability of
a large number of components. The avail-
ability of a block can be computedas follows)+*

probabilitythata block is available, totalnumberof fragments- numberof fragmentsneededfor reconstruction.
totalnumberof machinesin theworld/
numberof currentlyunavailablemachines

) *103254768 9 :<; '>=
9 ( '@? 4 =2A4

9 (
' ? 2 ( (1)

wherethe probability a block is available is equal
to thenumberof waysin which we canarrangeun-
available fragmentson unreachableservers multi-
plied by the numberof ways in which we canar-
rangeavailablefragmentson reachableservers,di-
videdby thetotal numberof waysin which we can
arrangeall of thefragmentson all of theservers.

With a million machines,ten percentof which
are currently down, simply storing two complete
replicasprovidesonly two nines( B7CEDAD ) of availabil-
ity. A rate �F erasurecodingof a documentinto 32
fragmentsgives the documentover eight ninesof
availability ( B7CEDADADADADADADADAG ), yet consumesthesame
amountof storageand bandwidth,supportingthe
assertionthatfragmentationincreasesavailability.

5 SystemComparison

Weusethesamesystemsize(total blocks) andwrite
rate ( H+IKJMLONQPSRR ) to comparesystemsbasedon repli-
cation to that of erasurecodes. In this sectionwe
make three comparisons. First, we fix the mean
time to failure (MTTF) of the systemand repair
epoch. Second,we fix thestorageoverheadandre-
pair epoch.Finally, we fix theMTTF of thesystem
andthestorageoverhead.

We comparereplicatedanderasureencodedsys-
tems(denotedby T ) in termsof total storageUWV ,
total bandwidth(leaving the sourceor enteringthe
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destination) XZY�V , and the total number of disk
seeksrequired to sustainrate (repair, write, and
read) [\V . We do not comparereadswhenconsid-
eringstorageandbandwidthbecausetheamountof
datarequiredto reada block is the samefor both
systems;that is, � fragmentsis equivalent to one
replicain storageandbandwidthrequirements.

5.1 Fix MTTF and Repair Epoch

In thissubsectionwecomparereplicatedsystemsto
erasureencodedsystemsthat have the samefixed
systemMTTF andrepairepoch.

Assumingthat we storeand do not deletedata,
thetotal systemsizein termsof thetotal numberof
fixedsizeblocks X thatwill bereachedthroughout
thesystemslifetime canbecomputedusingthetotal
numberof users] asfollows

^ 0 .`_ba ^dcfeSgihbjj _
total seconds

More generally, givena systemsize(definedby the
numberof users)we focuson answeringthe ques-
tion, what are the resourcesrequiredto storedata
in a systemlong-term. We definethe durability of
the systemto be the expectedMTTF of losing any
blockissufficiently largerthantheexpectedlifetime
of thesystemgivensomenumberof users.Thatis

/lkmk1n+oqpioqrfs 6 0
/lk1k1nWtvuM*xwqy^ z total seconds

We derive how to computestorage,bandwidth,and
disk seeksrequiredby solving the following equa-
tions. {

| 0 totalbytesstoredin system}^�~ | 0 ^d~ |����>�E����� ^d~ |��q���x�Q�M�� | 0 � | ���>�E����� � | �>���x���E��� � | �q�@���
UWV is the total storagecapacityrequiredof thesys-
tem T , X�Y�V is afunctionof thebandwidthrequired
to supportbothwritesandrepairof thetotalstorage
every repair epoch,and [ V is the numberof disk
seeksrequiredto supportrepair, writes, andreads.
The repairbandwidthis computedby dividing the
total bytes storedby the repair epoch. Next, we
computethestoragefor bothsystems{

� sv� u�0 � _i�"_�^{ s �x� o�s 0 �- _ , _i^ 0�� _��� _�^

where� is thenumberof replicas,��� 
 � is therate
of encoding,and � is theblock size. We now com-
putethebandwidthin termsof storageasfollows

^d~ � sv� u 0 � _��$_i.`_ a ^dcfeSgih jj �
{
� sv� u¡ � sv� u^�~¢s �x� o�s 0 � _��� _i.`_ a ^£cveSgih jj �
{ s �O� oQs¡ s �O� oQs

where ¤ V is the repair epoch of system T ¥� � ¤O¦¨§@©�ª¬«¨­i¤S�A«7®�¯¨�A¤A� . We show now that the band-
width dueto only theoriginaldatabeingwrittenand
repairedcanbeexpressedasDataRate

��� | 0 . a ^£cfeSg�h jj � ^¡ |
Further, we computethe numberof disk seeksre-
quiredto supportwrites, repair, andreads. °±� R³² is
thesizeof adisk block.´¶µQ·f¸O¹»º ¼�½	¾À¿Á¾AÂ Ã ¹ Ä�Å>ÆxÇÇ È ½É¾�Ã· �q���xÊ ÈÌËÎÍ ¾ÐÏÑ ÏvÒ@Ó´ ·>µqÔÎÇ@· º ¼ÖÕ£¾À¿Á¾ Â Ã ¹ Ä�Å>ÆxÇÇ È Õ£¾ Ã· �v�>� Ò � È�×ØÍ ¾ ÏÙ�Ú Ñ Ï ÒvÓ
The above equationstatesthat the numberof disk
seeksrequiredis dependenton thenumberof repli-
cas(or totalnumberof fragments),throughput,sys-
tem size, repair epoch,the numberof replicas(or
fragments)neededto reconstructtheblock,andthe
numberof replicas(or fragments)that canfit in a
diskblock.

Finally, a replicatedsystemcanbecomparedto a
similar erasureencodedsystemwith the following
bandwidth,storage,anddisk seekratiosÛ µQ·f¸O¹Û ·>µqÔÎÇ@· ºÌ½Ì¾OÜ (2)Ý¶Þ�µ�·�¸Î¹Ý¶Þ ·>µqÔÎÇ>· º ½	¾À´»½ßµQ·f¸O¹àµ ¾Î´»½ ·@µQÔOÇ>· ºÌ½Ì¾OÜ (3)´¶µQ·f¸O¹´ ·>µqÔÎÇ@· º ¼�½Ì¾O´»½ßµQ·f¸O¹ ÈÉËÀÍ ¾�ÏÑ Ï ÒvÓ¼ÖÕ�¾Î´»½ ·>µqÔÎÇ>· È\×áÍ ¾ ÏÙ�Ú Ñ ÏvÒ@Ó�â ½Ì¾OÜ (4)

We make the abstractnumbersconcreteusing the
following parametersas appropriate. Bolosky et.
al[2] measuredthat an averageworkstation pro-
duces ãA%KäZIå � of data. We associatea workstation
with a user. We set �¢�æG kB blocks, °ç� R�² ��G kB
disk blocks, ] �è# F � users, ¤ �Îévê J �ë¤ é³�Oì R é �í�
months,and îðïñïdò RQó¬RQô é 
 �õ�SBABAB years. As a
consequenceof theformerparameterswe calculateXö�÷�SB �³ø total blocks;hence,îðïñïdòßù JELONQP �!�SB FÎú
years.Finally, usingtheanalysisdescribedin [12]
andreprintedin AppendixA, wesolve for thenum-
ber of replicasandrateandcomputethat ����#A#
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and �û�ëü Fý � �þ�F satisfyabove constraints,respec-
tively.

Applying theseparametersto equations2, 3, and
4 we producethefollowing result^�~ � sv� u^d~	s �O� oQs 0 �ÿ�{

� sv� u{ s �O� oQs 0 �ÿ�� � sv� u�ás �O� oQs 0 �ÿ�
Theseresultsshow thata replicatedsystemrequires
anorderof magnitudemorebandwidth,storage,and
diskseeksasanerasureencodedsystemof thesame
size.

5.2 Fix Storage Overhead and Repair
Epoch

The sameformulasfrom subsection5.1 above can
be usedto verify durability of systemcalculations
presentedin [3, 12]. For example,usingour simple
failuremodelpresentedin section3 andparameters
in section5.1,wesetrepairtimeof ¤ �Îévê J �ð¤ é³�Oì R é �
four months, �æ� two replicas3, andrate ��� ü Fý � .
Both the replicatedand erasureencodedsystems
have the sameapparentstorageoverheadof a fac-
tor of two. Using Appendix A, we computetheîðïñïdòßù JELONQP of a block replicatedonto two servers
as � � yearsand the î�ï£ïdò�ù JMLONQP of a block using
a rate �F codeonto � � ��� servers as �SB FÎú years!
It is this differencethathighlightstheadvantageof
erasurecoding.

5.3 Fix MTTF and StorageOverhead

As a final comparison,we can fix the MTTF and
storageoverheadbetweena replicatedanderasure
encodedsystem.This implies that the storageand
bandwidthfor writes are equivalent for thesetwo
systems.In this caseerasureencodedsystemsmust
be repairedlessfrequently, andhence,requireless
repairbandwidth.

For example,we candevise systemsthat have aîðïñïdòßù JELONQP ���SB ý years,afactorfourstorageover-
head, X � �SBABAB blocks, and a î�ï£ïdò R�ó�R�ô é 
 ��SBABAB years.Thereplicatedsystemmeetstheabove

3In section5.1
½ º����

to attainthesamedurability

requirementsusing � � four replicasand a re-
pair epochof ¤ �Îévê J � onemonth. The erasureen-
codedsystemmeetsthesamerequirementsusingan� � � ýý � � �� codeanda repairepochof ¤ é³�Îì R é � #AG
months.Thereplicatedsystemuses#AG timesmore
bandwidththanerasureencodedsystemfor repair.

If, instead,the î�ïñï�ò�ù JMLxN�P � �SB FÎú years, X&��SB �³ø blocks, îðïñïdò RQó¬RQô é 
 � �SBABAB (as described
in subsection5.1), and still using a factor of four
storageoverhead,theerasureencodedsystemmeets
the requirementsusingan � � � ýý � � �� codeanda
repairepochof ¤ é³�Îì R é ����# months,but areplicated
systemwith � � � replicaswouldhave to repairall
blocksalmostinstantlyandcontinuously.

6 Discussion

The previous sectionpresentedthe advantagesof
erasurecodes,but therearesomecaveatsas well.
Two issuesthat we would like to highlight are the
needfor intelligent buffering of dataand the need
for caching.

Eachclient in an erasure-resilientsystemsends
messagesto a largernumberof distinctserversthan
in a replicatedsystem.Further, theerasure-resilient
systemsendssmaller “logical” blocks to servers
than the replicatedsystem. Both of theseissues
could be consideredenoughof a liability to out-
weightheresultsof thelastsection.However, wedo
not view it this way. First, we assumethat thestor-
ageserversareutilized by a numberof clients;this
meansthat theadditionalserversaresimply spread
over a larger client base. Second,we assumein-
telligent buffering and messageaggregation. Al-
though the outgoing fragmentsare “smaller”, we
simply aggregate them togetherinto larger mes-
sagesandlargerdisk blocks,therebynullifying the
consequencesof fragmentsize. Theseassumptions
are implicit in our explorationvia metricsof total
bandwidthandnumberof disk blocksin theprevi-
oussection.

Anotherconcernabouterasure-resilientsystems
is that the time and server overheadto perform
a readhas increased,sincemultiple servers must
be contactedto reada singleblock. The simplest
answerto sucha concernis that mechanismsfor
durability shouldbeseparatedfrom mechanismsfor
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latencyreduction. Consequently, we assumethat
erasure-resilientcodingwill beutilized for durabil-
ity, while replicas(i.e. caching)will beutilized for
latency reduction. The nice thing aboutthis orga-
nizationis thatreplicasutilized for cachingaresoft-
stateandcanbeconstructedanddestroyedasneces-
saryto meettheneedsof temporallocality. Further,
prefetchingcanbeusedto reconstructreplicasfrom
fragmentsin advanceof their use.

7 Futur e Work

We presentsomeopen researchissuesthat affect
bothreplicatedanderasureencodedsystemsalike.

Failure Independence: The most troubling as-
sumptionof the previous sectionsare that failures
areindependentandidenticallydistributed. This is
not true for all setsof storageservers. We list two
possibletechniquesto addressindependence.First,
mostrouting overlay networks, suchasCAN [11],
Chord[13], Pastry[7], andTapestry[14], provide a
locationandroutinginfrastructurethatpermitsfrag-
ments to be distributed to geographicallydiverse
locations,eliminating a large classof correlations
causedby natural disasters,denial of serviceat-
tacks,andadministrative boundaries.Second,so-
phisticatedmeasurementand modelingtechniques
couldbeusedto chooseasetof nodesthataremax-
imally independentduringfragmentdissemination.

Efficient Repair: Action mustbetakento maintain
replicas(or fragments)despitefailure; otherwise,
all replicas(or fragments)will be lost. The sweep
andrepair is simplistic becauseit assumesthat all
datain theworld is reconstructedon someperiodic
basis.While this is not entirely implausible(every
objectis independentandcouldbe repairedin par-
allel), it doesconsumemany resources.

8 RelatedWork

The idea of a global-scale,distributed, persistent
storageinfrastructurewas first motivatedby Ross
Anderson in his proposal for the Eternity Ser-
vice [1]. To our knowledgethe tradeoffs between
bandwidth,storage,anddiskseekswhencomparing
areplicatedsystemto anerasurecodedsystemhave

notbeendiscussedin literature.A discussionof the
durability gainedfrom building a systemfrom era-
surecodesfirst appearedin Intermemory[3]. The
authorsdescribehow their techniqueincreasesan
object’s resilienceto nodefailure, but the system
doesnot incorporatearepairmechanismthatwould
alsoincreaseobjectsdurability. Morerecently, there
hasappeareda largebodyof work on thesubjectof
wide-scale,distributedstorage.FreeHaven [6] is a
systemfor anonymouspublishingthatusesaninfor-
mationdispersalalgorithm,in a manneranalogous
to erasurecodes.

Our discussionin Section6 motivatedthe need
for a hybrid system.OceanStore[8] is a distributed
storagesystemthatusesthenotionof promiscuous
caching, wherereplicasaresoft-stateandonly for
readbenefit,while erasurecodesareusedfor dura-
bility.

Other systems with similar goals include
PAST [7] and Farsite [2]. PAST is a large-scale
peer-to-peerstorageutility. Farsiteseeksto provide
an organizational-scaledistributed file system
comprisedof cooperating,but not trusting, ma-
chines. Both rely on replicationfor durability and
availability.

9 Conclusion

In this paper we have describedthe availability
anddurabilitygainsprovidedby anerasure-resilient
system.We quantitatively comparedsystemsbased
on replicationto systemsbasedon erasurecodes.
Weshowedthatthemeantimeto failure (MTTF) of
anerasureencodedsystemcanbeshown to bemany
ordersof magnitudehigherthanthatof a replicated
systemwith the samestorageoverheadand repair
period. A novel resultof our analysisshowed that
erasure-resilientcodesusean order of magnitude
lessbandwidthandstoragethanreplicationfor sys-
temswith similar MTTF. Finally, if careis takento
take advantageof temporalandspatiallocality era-
sureencodedsystemscanuseanorderof magnitude
lessdiskseeksthanreplicatedsystems.
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A Appendix: Durability Derivation

In this appendixwe describethe mathematicsinvolved
in computingthemeantimeto failure (MTTF) of a par-
ticular erasureencodedblock.

Consideringthe server failure modelandrepairpro-
cessas describedin Section 3, we can calculatethe
MTTF of a block as follows. First, we calculatethe
probability that a given fragmentplacedon a randomly
selecteddiskwill surviveuntil thenext epochas

���f¡�� 0 	
 s c ���
� c �� c�� ¡c�� c (5)

0 �� 	
 s ���
� c ��� c�� ¡�� � c (6)

where ¡ is the lengthof an epoch,� is the averagelife
of a disk,and����� c � is theprobabilitydistributionof disk
lives. This equationis derivedsimilarly to the equation
for the residualaveragelifetime of a randomlyselected
disk. The term

u 4 su reflectsthe probability that, given
a disk of lifetime

c
, a new fragmentwill land on the

disk earlyenoughin its lifetime to survive until thenext
epoch. The probability distribution ���
� c � wasobtained
from disk failuredistributionsin [10], augmentedby the
assumptionthat all disksstill in serviceafter five years
arediscardedalongwith their data.

Next, given ���v¡�� , we cancomputetheprobabilitythat
a blockcanbereconstructedafteragivenepochas

� t �f¡�� 0 28
6 : � 2

� ,-���� ���v¡���� 6 � � � ���f¡���� 254±6 (7)

where , is the numberof fragmentsperblock and � is
the rateof encoding.This formulacomputestheproba-
bility thatat least �¬, fragmentsarestill availableat the
endof theepoch.

Finally, the MTTF of a block for a given epochsize
canbecomputedas

MTTF
tvuM*³wqy �f¡�� 0 ¡ _ 	8 9 :<;�� � � � � t �f¡���� � � t �f¡����

9
(8)

0 ¡ _ � t �v¡��� � � t �f¡��! (9)

This last equationcomputesthe averagenumber of
epochsa block is expectedto survive times the length
of anepoch.
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